CONNECTING FOR HEALTH®™

MARKLE FOUNDATION A Public-Private Collaborative

CONNECTING AMERICANS
TO THEIR HEALTHCARE

Final Report

Working Group on Paolicies for Electronic
Information Sharing Between Doctors and
Patients

July 2004

THE

ROBERTWDD
MARKLE FOUNDATION JOHNSON

FOUNDATIONs



WORKING GROUP ON POLICIES FOR ELECTRONIC INFORMATION
SHARING BETWEEN DOCTORS AND PATIENTS

TABLE OF CONTENTS
Executive Summary
Chapter 1: Introduction

Chapter 2: Purpose and scope
Introduction
Personal Health Working Group
Why personal records?
Why now?
What is the scope of this report?
Who should read this report?

Chapter 3: What is a personal health record?
Introduction
The medium — Where and how do people ‘touch’ their PHR?
The data — How does information get into the PHR?
The functions — What can people do with their PHRs?
Limitations and opportunities

Chapter 4: How can PHRs solve problems? — Three use cases
Introduction
“Samantha” needs to transfer her records
“Paul” needs to manage his diabetes
A doctor needs to track his patient’s cancer treatments

Chapter 5: Are consumers ready for PHRs?
Introduction
The American public is largely unaware of, but receptive to, PHRs
People want convenient access to and control of their health information
When given options, most people want electronic access to their records
Most people want certain healthcare services available electronically
People want to work with their doctors
Finding the ‘right’ message
Conclusions
Methodology

Chapter 6: Are clinicians ready for PHRs?
Introduction
Current use of electronic medical records
Perceived benefits
Perceived barriers
Doctor reactions to examples of electronic healthcare
Patient-clinician communications
Conclusion

Chapter 7: Snapshots from the field
Introduction
Key findings

11

13
13
14
16
18
18

23
25
25
28
29

32
32
36
39

44
45
47
48
49
51
52
55
57

62
62
63
64
65
66
67

70
70



Findings on clinicians

Findings on patients

Case study 1: Baseline images for a rare condition
Case study 2: Underserved populations

Case study 3: A large integrated delivery network

Chapter 8: Personal health record policy areas
Introduction
Section A: Content
The case for data field commonality
Simplicity in text and user interface
Sample issue: Physicians’ progress notes
Section B: Authorization
Authorization begins with consent
Levels of authorization
Sample issues: Patient ability to modify, withhold or correct professionally sourced data
Sample issue: Release of lab results
Section C: Privacy laws and regulations
HIPAA basics
Authentication
State laws
Conclusion
Section D: Managing expectations and liability
Policies to set appropriate expectations
Policy references
Sample issues: Patient diaries and monitoring device data
Conclusion

Chapter 9: Conclusion
Involving the American public as partners
Increasing public understanding of health information technology
Seek vendor and provider agreement to specific PHR design principles and policies
Design a small number of demonstration projects
Conclusion

Appendix A: Working Group on Policies for Electronic Information Sharing Between Doctors
and Patients

Appendix B: PHR function list

Appendix C: 2004 telephone survey results for 12 PHR promotional messages

Appendix D: Excerpts from consumer focus groups regarding electronic personal health
records

Appendix E: Testing of creative advertising concepts

71
72
72
73
74

76
77
78
81
82
83
83
84
85
87

89
90
91
92
93
93
%4
98
99

100
100
101
101
105

106
108
121

129
137



Executive Summary

From January 2004 through June 2004, within the framework of Phase II of Connecting for
Health, the Working Group on Policies for Electronic Information Sharing Between
Doctors and Patients examined the barriers to adoption of interoperable health information
systems that provide for significant patient access and control.

The 25 members of the Working Group represented government and private sector electronic
medical record creators, consumer and patient advocates, medical groups and health systems,
and practicing clinicians. Working Group staff conducted literature reviews, interviewed experts,
and visited 10 leading examples of PHR installations nationally to evaluate how rules for
electronic information exchange have been developed — and how well they’re working. The
Working Group also commissioned consumer focus groups and conducted a national telephone
survey to measure public perceptions about electronic personal health records. During a series
of bi-weekly teleconferences, the Working Group developed a framework for evaluating Personal
Health Records and a series of recommendations for critical next steps to advance this field.

Recommendations

The Working Group appreciates the many creative efforts now underway to offer electronic
solutions that cross the patient-clinician information chasm. We discovered enthusiastic patients,
clinicians and technologists, united in their passion to permit individuals to be more engaged and
successful managers of their own health. These pioneers recognize that the long-term goals of
safe, affordable and high-quality healthcare are unlikely to be achieved without tools that permit
patients and families to be more active and successful.

Our review of these early PHR projects and the emerging challenges they have uncovered leads
us to make three principal recommendations for action for 2004 to 2006:

1. Increase public understanding of the value of connectivity in healthcare
through a coordinated, public-private communications campaign.

2. Seek vendor and provider agreement to a body of specific and comprehensive
design principles and policies.

3. Conduct a small number of PHR demonstration projects that incorporate both
the “common framework” recommended by the Connecting for Health
Roadmap and the PHR design principles and policies recommendaed in this
report.
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Findings

1. The time is now to accelerate the development of personal health
records.

¢ The paper-based, fragmented U.S. healthcare system, as thoroughly documented by
the Institute of Medicine and others, is broken. Health information technology and
electronic connectivity can help transform the system to better meet the needs of
patients and their families. The widespread adoption of clinician-controlled
electronic health records (EHRS) is critical — but not enough.

¢ A key part of a necessary transformation in healthcare is putting patients’ information
directly into their own hands, and enabling patients to put often-missing information
into the hands of their clinicians (e.g., what medications they are actually taking).
Personal health records (PHRs) can and should play an important role in helping
bridge an information gap that exists too often today between people and the health
professionals who serve them.

e Connecting for Health research shows that most people want convenient access to
their health information. (61 percent of respondents to a national telephone survey
“strongly agree” and 22 percent “somewhat agree” with the statement: “It's my
health information. I should have access to it any time, any place.”)

¢ Market, technology, demographic, political and social trends have converged to
generate an unprecedented window of opportunity for PHR development.

¢ Still, several sobering obstacles — technical, cultural, professional, legal and financial
— must be addressed in order for PHRs to equitably meet the needs of the American
public.

2. PHRs are a means toward a necessary end: increased consumer
health awareness, activation, safety and self-efficacy.

e Early installations suggest that PHRs can help a significant subset of people
understand their health issues, become more engaged in the decisions they face, and
improve their communication with clinicians. However, more study is needed to
validate the benefits of PHRs and demonstrate how to improve adoption and
utilization rates.

e Early efforts to promote PHR adoption should focus on people with chronic conditions
because of greater potential improvements in the coordination, effectiveness, safety
and efficiency of clinical care as well as self-care and self-management.

e The Working Group agrees that the electronic PHR will be an essential tool for
integrating the delivery of healthcare and putting each person at the center of their
care. It can support the shift from episodic and acute care toward continuous healing
relationships with physicians and healthcare professionals.

Connecting for Health Working Group on Personal Health Records Page 2
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Over the long term, the PHR will help catalyze a transition from a patient health
record that is physician-centered, retrospective and incomplete to one that is patient-
centered, prospective, interactive and complete.

3. There is no single correct path to a ubiquitous PHR.

The ideal PHR is controlled by the individual and provides easy access to all one’s
health data compiled from all one’s healthcare providers and is accessible anywhere,
anytime, over a lifetime. This is out of reach for almost all Americans today.

PHRs are in their infancy, with several different models at various levels of market
acceptance.

Widespread PHR adoption will require commitment by individuals, families, physicians,
payers, provider organizations and others. The necessary commitments will occur
when each stakeholder understands the specific value PHR brings to it and
appropriate incentives are in place to stimulate demand and use. Each early
implementation of PHR should systematically evaluate the costs and benefits of the
PHR offering and should be undertaken with an explicit understanding of the
operating incentives — including financial incentives, opportunities to increase safety
and quality, reductions in liability, increases in adherence, increases in efficiency, and
reductions in inappropriate health care utilization.

Some PHR models already enable meaningful electronic information sharing between
patients and clinicians and allow people to begin to manage their own health. PHR
innovators can take incremental steps that will support national progress in meeting
patients’ needs for information in this pluralistic and complex environment.

Ultimately, these diverse strategies toward PHR development all serve the same
customers — the person and family. Competing PHR models have a common need to
maintain the trust and confidence of the American public.

To do so, we believe that all PHR models need to evolve in a number of common
ways. These include:

o Common means of correctly identifying each person and ensuring privacy
protections.

o Common data sets, common secure data exchange standards, and common
data coding vocabularies.

o Common sets of values and policies that place each person at the center of
controlling his or her own information, support the secure storage of both
professionally sourced and patient-sourced data, and promote the portability
of the information based on each person’s needs and wishes.

¢ We offer the following common policy recommendations:

o PHRs are voluntary. That is, the relationship between a PHR supplier and an
individual person should be based on the person’s discretion to enter into it, and
to continue it.

o Except as previously agreed upon, the patient bears primary responsibility for the
information in the PHR, and clinicians and other healthcare entities are not
responsible for contributing to or reviewing that information. Nonetheless, we
strongly encourage the development of policies and incentives that encourage

Connecting for Health Working Group on Personal Health Records Page 3
Executive Summary



clinicians and other healthcare entities to provide at least certain core data
elements into the PHRs of all patients within a 10-year time frame.

o PHR suppliers should make every effort to be transparent about their policies for
privacy, security, data exchange, terms and conditions of service. PHR user
agreements and other forms of disclosure (including face-to-face encounters)
should be clear in setting patient expectations of how the physician will or will
not use information in the PHR.

o The default policy of a PHR is that the consumer controls the access: No one
may access the information — either personally identifiable information or de-
identified aggregate information — without the consumer’s authorization.

o The sharing of PHR information between patients and clinicians should generate
time-stamped, source-stamped transactions that are traceable in audit trails.

o All PHRs should take HIPAA requirements as a given whether the PHR is
sponsored by a covered entity or not. It is also important to consider state
variations in privacy and health information disclosure laws.

o We support experimentation to reimburse clinicians fairly for online interaction
that leads to more continuous healing relationships with their patients. This is
particularly desirable for activities that demonstrate a reduction of office visits as
a result of safe and effective online interaction.

o Medical professional societies, patient advocates, policymakers, legislators and
medical malpractice insurance underwriters should collaborate to develop formal
guidelines on legal risk-reduction as it relates to the PHR. We believe that the
existence of such guidelines, particularly if endorsed by all major stakeholders,
would serve as a reference for legal practitioners and the judiciary in any
eventual PHR-related lawsuit.

4. Data set commonality is a vital starting point to increased PHR
utility and interoperability.

¢ PHRs must ultimately transmit and accept structured data in order to
become commonly accepted for information exchange between
individuals and clinicians. PHRs are unlikely to be embraced by either health
professionals or the public if they overload either party with unstructured data.
Developing a common structure depends on three steps:

1. Establishing a set of common data fields. (In other words, what will PHRs and
EHRs talk about?)

2. Establishing a secure protocol for electronic information exchange. (How will the
PHR and EHR talk?)

3. Establishing common clinical vocabularies. (What “language” will the PHR and
EHR use?)

The first two steps must go together as long as the information exchange is
electronic. The final step is critical, but will take more time than the first two steps
because healthcare providers will not adopt common, comprehensive data-coding
practices overnight.

e A common data set is the basis of PHR communication with other information
sources across the healthcare system.  An initial goal should be to establish a
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common data set to enable PHRs to exchange data with EHRs — and with other PHRs
— on a bi-directional and vendor-neutral basis for the core health information
repository functions of the PHR, such as the patient’s identifying information (e.g.,
name, address), insurance information (e.g., health plan group ID number), health
status (e.g., conditions, medications, allergies) and other clinically relevant
information (e.g., care plans).

o Implications for EHR developers, healthcare providers and other holders of
professionally sourced patient data: By agreeing to build their applications
around a common data set to support core functions, the various PHR vendors can
lower the barriers for EHR vendors to build basic PHR data import and export
functions into their applications. Eventually, other custodians of professionally
sourced health data (such as health plans, PBMs, retail pharmacies) will see the
advantages of (or be competitively forced into) doing the same. (Their entire data
sets may be much bigger than the common data field foundation, but they agree to
send and receive extracts for those data fields within the common foundation.)

Implications for PHR developers: The common data set is neither a minimum
data set nor the maximum allowable data set for PHRs. However, it should be the
default set of fields that any PHR developer should always try first to use to drive any
of its functions. This is an important distinction because we do not view PHRs solely
as repositories of retrospective health information. Some PHR models are much
broader, featuring an array of transactional services (e.g., e-consultations or online
prescription refills) or other health management software (e.g., risk assessments,
health expense tools). Other PHR models may specialize only in @ much narrower
issue (e.g., diabetes). Any of these applications may require additional data fields
beyond those in the common data set.

e Rather than creating their own common data field standard, PHR vendors should first
try working with existing standards emerging for minimum data sets of clinically
relevant patient information. Critical criteria for any such common data set should
be:

o Acceptance by the medical community and consumers.

An HL7-compliant platform for secure data transfers.

o There should be a clear upgrade path and incentives that lead to the universal
population of common data set fields with standardized controlled clinical
vocabularies.

(@)

e Nearly one of every two U.S. adults has difficulty understanding basic information
necessary to make appropriate health decisions. This underscores the importance of
simplicity in language and user interface in the PHR. The U.S. government has made
SNOMED-CT clinical vocabulary available free to clinicians in an effort to encourage it
as a standard for recording a large portion of clinical information. SNOMED concepts
— there are more than 357,000 of them! — are designed for highly trained clinicians
and medical librarians, not consumers. To be useful for most people in a PHR,
SNOMED and other clinical lexicons need to be translated into consumer-friendly
terms.
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5. The Working Group has created a list of functions that have been
implemented or envisioned across the PHR models.

The function list is not exhaustive nor is it intended to constitute an industry standard
for PHRs. Our Working Group does not propose that any PHR model today should
achieve all of the functions on the list. Rather, our aim is to provide a recommended
checklist of functions that PHR vendors and implementers will consider and decide upon
based on their circumstances.

This list includes a proposed reference to identify the significant areas of overlap of PHR
functions with EHR functions (as defined by HL7 Functional Model) and a significant
subset of data field categories in the Continuity of Care Record (CCR).

Ultimately, standards bodies need to harmonize overlapping functions among PHRs,
EHRs and common data sets of information to flow between them.

6. Key findings from early installations of PHRs.

Clinicians:

Physician promotion is key to achieving high consumer adoption in most places.
Physician acceptance requires large up-front efforts to gain buy-in.
If PHR is viewed as beneficial only to patients, it's hard to get physician support.

PHRs are unlikely to gain widespread clinician acceptance unless they are integrated into
the clinical workflow, such as through integration with the office EHR.

Patients:

Patient-provider secure messaging, online refills, lab results, medication lists, and
disease management plans are among the functions that consumers single out as
particularly useful.

Patient-provider messaging wins over an enthusiastic subset of both patients and
doctors, and does not overwhelm the inbox of doctors.

Patients feel more empowered when they have access to their health information, and
many early physician adopters find that helpful.

People with chronic conditions are most likely to need and use PHR-like applications.

Connecting for Health Working Group on Personal Health Records Page 6
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7. The American public is largely unaware of, but receptive toward, the
potential value of PHRs.

For the past two years, Connecting for Health has conducted successive rounds of focus
groups and national surveys to investigate the public’s awareness of and willingness to adopt
an electronic PHR. Some of our findings:

¢ People have a limited understanding of health IT today. When presented with
messages about the potential benefits of PHRs, more than half said they had never
thought about such concepts before. Examples:
o 54 percent had never thought: "“It's my health information. I should have access
to it anywhere, anytime.” (Yet 61 percent strongly agreed.)
o 69 percent had never thought: “My own online medical record would help me
get all my doctors on the same page when they treat me.” (38 percent strongly
agreed.)

¢ People want access to and control of their health information. Examples from
the 2004 survey:

o 49 percent "strongly agreed” and 23 percent “"somewhat agreed” with the
statement: "I want to be involved in medical decisions that affect me. Having my
own medical record would help me make better decisions.”

o 38 percent “strongly agreed” and 24 percent “somewhat agreed” with the
statement: “I'd like to have all my health information in place — and get to it with
the click of a mouse.”

Participants in the 2003 focus groups reported a strong desire to have total control of
their personal health information, wanting the power to decide who could and could not
access their record and an expectation that they should provide explicit consent to any
access.

¢ The preferred medium of a PHR varies by population and age. In the 2004
telephone survey, the preferred medium was the Internet (33 percent), followed by
paper (24 percent), portable electronic devices (22 percent), and a computer’s hard
drive (18 percent) among those 45 and under. The top two were almost inverted for
people over age 45 (34 percent preferred paper vs. 21 percent Internet).

¢ When probed, people are receptive to the convenience possible with online
PHRs. In the 2003 survey of online Americans, these services were desired by large
majorities of respondents:

o Email my doctor 75 percent
o Track immunizations 69 percent
o Note mistakes in my record 69 percent
o Transfer information to new doctors 65 percent
o Get and track my test results 63 percent

¢ People want to work with their doctors. In the 2003 online survey, 96 percent of
respondents were most comfortable with their primary care doctors having access to
their medical record, and less comfortable with the idea of having family members (69
percent) and their health insurance (65 percent) having access. Similarly, 58 percent of
respondents stated that they would like to see their doctor’s office be the host of the
online medical record system.
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8. Demonstration projects are a critical next step.

e The Working Group findings and the messaging findings should be integrated into the
design of a coordinated set of demonstration projects. Examples:

o Projects to coordinate care for people with chronic conditions across multiple
care settings.

o A project to implement a “personal medication record” — a consolidated
medication list and perhaps management system — as a precursor to a richer
PHR.

o A project helping patients track and manage their out-of-pocket personal health
expenses.

e Each demonstration project should have a rigorous evaluation plan to assess and/or

quantify:
o Feasibility of the technical infrastructure.

o Value — especially economic value — returned to each stakeholder.
o Patient and provider acceptance, utilization and satisfaction.
o Recognizable improvements in efficiency and quality of care.
o Potential risks to patient safety, privacy or quality of care.
Connecting for Health Working Group on Personal Health Records Page 8
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CHAPTER 1
Introduction

Is this scene familiar?

"Please fill this out, ” says the nurse, handing you a medical history
qguestionnaire.

"We'll call you in a few minutes.”

You struggle to concentrate in the noisy distractions of the waiting
room. Some of the information is easy: name, address, phone, reason
for visit, etc.

But other things are problematic:
e Family history ("What type of cancer did my uncle have?”)

e Medications ("What is the name of the blue pill for my blood
pressure? Should I list things like aspirin and vitamins?”)

o Emergency contact information ("What's my brother’s new
phone number?”)

o Immunizations ("Who can remember this stuff?”)

e Reactions to medications ("What do they mean? Allergies?
What about the hives from the last kidney X-ray?”)

The nurse calls you, attaches the form to your file, and places it outside
the door of the exam room.

The doctor talks with you and scribbles a few notes in your file. You
never see it. You wonder what the doctor wrote.

You ask your doctor about your cholesterol because you can't
remember your numbers from a year ago when you had a blood test at
a different office. The doctor suggests you call the other office, or get
another test.

You leave the 12-minute doctor’s appointment with a barely legible
paper prescription. Your medical file stays behind in a cabinet.

When you go to doctor at a different facility, the process repeats. No
one seems to know much about your medical history or what the last
doctor drd.

And so on, at every healthcare visit, throughout your life ...

Chapter 1
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The major stakeholders in U.S. healthcare — patients, physicians and
other healthcare professionals, payers and policymakers — are asking
fundamental questions about this familiar scene:

Why do people have to fill out paper forms containing
variations of the same information again and again?

Why are doctors and patients still relying on incomplete or
absent data to make decisions that impact our health and
safety?

Why can't people easily add important details, like their over-
the-counter therapies or a new illness in the family, to health
records that they can conveniently share when needed with
multiple healthcare practitioners?

Why don't people with chronic medical conditions have online
records and management plans to help each of their doctors
know what the others are doing or prescribing?

Why — in the face of concrete evidence that patients forget
much of their doctors’ recommendations — aren’t we using
information technology to supplement the brief and pressured
doctor’s visit?

Why do doctors and nurses still spend so much of their time
inefficiently playing telephone tag to try to communicate with
patients and each other?

Why don't people have tools to keep their own health records
in a conveniently accessible way, so the information is always
available for any need, including life-threatening emergencies?

Why, perhaps most fundamentally, don’t we enable people to
become more involved in learning about and managing their
own care?

By themselves, personal health records will not solve these problems.

However, based on mounting evidence, we conclude that personal
health records are an important tool to help people:

Chapter 1

Become more active in their own health and healthcare.

Bridge the gaps between their unconnected clinicians who
often dont communicate with each other.

Enrich communication and create a more continuous healing
relationship with physicians.

And ultimately, improve the efficiency, patient-centeredness,
timeliness, quality and safety of care.
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CHAPTER 2
Purpose and scope

Introduction

The Markle Foundation launched Connecting for Health ... A
Public-Private Collaborative in September 2002 to bring greater
visibility and coordination to the many government, provider and
industry efforts to speed up the adoption of electronically connected
health information systems.

In Phase I, ending in June 2003, more than 100 health information
leaders collaborated within the Connecting for Health framework to:

1. Support adoption of several essential data standards.’

2. Compile best practices for health information privacy and
security.?

3. Publish the first definitive characterizations of a “personal health
record” as a model for a patient-controlled health information
infrastructure.’

This report is a component of Phase II of Connecting for Health,
building upon the Phase I work related to personal health records. It
addresses barriers, emphasizes opportunities, and recommends
guidelines for electronic information sharing between patients and
clinicians. Specifically, in envisioning a world beyond the paper-based
patient “chart,” it examines the role of patient-controlled personal
health records (PHRs) and their interactions with clinician-controlled
electronic health records (EHRSs).

Phase II was supported by grants from the Markle Foundation and
the Robert Wood Johnson Foundation.

Personal Health Working Group

From January 2004 through June 2004, within the framework of Phase
IT of Connecting for Health, a group of health information experts and
consumer advocates met as the Working Group on Policies for
Electronic Information Sharing Between Doctors and Patients
to develop this report. The Working Group sought to address barriers to
adoption of interoperable health information systems that provide for
significant patient access and control.

The 25 members of the Working Group represented government and
private sector electronic medical record creators, consumer and patient
advocates, medical groups and health systems, electronic record
experts and practicing clinicians. David Lansky, PhD,

President of FACCT — Foundation for Accountability, chaired the Working
Group. Appendix A lists the Working Group membership. To

Chapter 2

Personal health record (PHR) — an
electronic application through which
individuals can access, manage and
share their health information in a
secure and confidential environment. It
allows people to access and
coordinate their lifelong health
information and make appropriate
parts of it available to those who need
it. (See Chapter IV for details.)

Electronic health record (EHR) — an
electronic version of the patient
medical record kept by doctors and
hospitals. The data in the EHR are
controlled by and intended for use by
medical providers.

The EHR is also known as the
Electronic Medical Record, Electronic
Patient Record, Electronic Health
Record, Computerized Patient Record
and Computer-based Patient Record.

Interoperable — the ability of one
system to send, receive and use
data from another system.
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supplement the effort, FACCT staff visited 10 leading examples of PHR
installations nationally to evaluate how rules for electronic information
exchange have been developed — and how well they’re working. FACCT
also conducted consumer focus groups and organized a national
telephone survey to measure public perceptions about electronic
personal health records.

Why personal health records?

Every one of us is touched by the U.S. health system — from before
birth until death. During our lives, we experience both predictable and
unpredictable needs for healthcare assistance. Every time we
encounter the healthcare system, information about our background,
medical history, health status, and insurance is immediately required.
And every medical encounter produces its own trail of documentation.

There are, for example, more than 880 million doctor office visits per
year in the United States. A complex patchwork of healthcare
practitioners and payers process information for each one of those
visits. The records are either on paper or in separate computer systems
that typically have limited, if any, ability to exchange data electronically
(except for purposes of reimbursement).

In all those files of paper and streams of data, no one has a bigger
stake in the information from a particular clinical encounter than the
patient who needed it. And, in nearly all circumstances, no one in the
system can know more about the person’s life than ¢Aat patient.

For example, the doctor might see in your chart that you were
prescribed a medication. But without asking you, the doctor doesn’t
know whether you actually took the medication, how well it worked,
what other remedies you're taking, or whether you had side effects.

Those 880 million doctor visits each year are only one aspect of
healthcare. Important information is also kept by insurance companies,
pharmacy benefit managers, retail pharmacies, hospitals, labs, physical
and occupational therapists, alternative medicine facilities, and so on.

Historically, these many actors in our health care have not found it
worthwhile to manage information collaboratively or to routinely share it
with their patients. As a result, health professionals have no way of
accessing all of the important information about our health, and we
have no way of compiling and managing the information about
ourselves. And even motivated patients have no reasonable and
efficient way to share information about themselves with their
healthcare providers.

We agree with the Institute of Medicine’s finding that the healthcare
system is broken and that an investment in information technology is
necessary to help fix it.> In our fragmented and pluralistic delivery
system, the electronic personal health record is an essential tool for
integrating the delivery of healthcare and putting each patient at the

Chapter 2
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center of their care. It can support the shift from episodic and acute
care toward continuous healing relationships with physicians and
healthcare professionals. It represents a transition from a patient
record that is physician-centered, retrospective and incomplete to one
that is patient-centered, prospective, interactive and complete.

PHRs are early in development. A great deal of study is needed to
measure the impact, potential benefits and potential risks of PHRs.
However, Working Group members — several of whom have
implemented versions of PHRs — outline many benefits possible
compared to a status quo without PHRs:

Empower patients and their families
PHRs give people a better way to:
e Verify the accuracy of the information in their medical records
at care providers’ offices.®
e @Gain a deeper understanding of the health issues and decisions
they face.’
¢ Share in the decision-making process and assume a greater
responsibility in their care.®
¢ Monitor important data about themselves on a regular basis,
such as blood pressure readings, symptoms, medical visits,
glucose levels and other periodic information, particularly in
the context of managing chronic conditions.’
e Provide a convenient way to involve friends and family as
needed in the care situation.
e Remember to schedule appropriate preventive services.

Improve the patient-clinician relationship
Patients with PHRs can:
e Improve their communication with clinicians.’
e Engage in continuous relationships with physicians and
healthcare teams.'!
Clinicians can:
¢ Better document their communication with patients, potentially
reducing their exposure to medical malpractice liability.'?
¢ Increase the ratio of “quality time” with patients, spending less
of the visit on administrative and information-hunting
functions.'

Increase patient safety
Information from patient-controlled PHRs can:
e Alert doctors and patients to avoid potential drug
interactions, contraindications, side effects and allergies.™
e Alert doctors to missed procedures and lapses in adherence
to treatment regimens.’
e Alert doctors to test results that are misfiled or misplaced.

Improve the quality of care
Information from PHRs can help:
¢ Doctors have a more complete history of the patient to make
more accurate diagnoses.

Chapter 2

Patient observations

“It's put me in a position of being
more aware of the conditions that I
have and what I have to do about
them.”

“It's saved me a number of times from
having to go into the ER.”

“Appointment reminders are very
important to me because I have a
problem with short-term memory. It's
probably prevented 8 or 9 mix-ups on
appointments.”

— retired man with several chronic
conditions, who uses a PHR and
secure physician communication tools
at Beth Israel Deaconess Medical
Center in Boston. (Interviewed March
16, 2004.)
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e Patients improve their continuity of care with consistent, up-
to-date information provided to all clinicians — across time,
between institutions, among multiple physicians and
caregivers.

e Patients increase their understanding of and engagement
with [:1>l1ysician recommendations and disease management
plans.

e Caregivers keep track of the health information of ailing loved
ones.

Improve efficiency and convenience
PHR has the potential to help:
e Patients avoid bureaucracy in tracking down their
information.*®
e Doctors reduce duplicative tests that otherwise would be
ordered for lack of up-to-date information.*®
¢ Patients and clinicians take advantage of asynchronous, secure
commzlalnications tools rather than play inefficient “telephone
tag.”

Improve privacy safeguards

Patients can authorize specific providers to have access to their PHR,
allowing for greater selectivity of information sharing. Information
gateg1 by proper user authentication can be more secure than paper
files.

Save money
Health systems that have implemented early versions of PHRs expect
to:
¢ Reduce the number of unnecessary, duplicative tests.?
¢ Increase the efficiency of making and responding to requests
for information from various providers.?®
e Improve the outcomes of care for people with chronic
conditions, who have the greatest need for PHRs.*
¢ Reduce the costs of medical malpractice.
e Save professional, administrative and patient time.?

By 2013, health spending is projected to reach $3.4 trillion, accounting
for 18.4 percent of the gross domestic product (GDP). As perspective,
the United States has the world’s largest economy, and it already
spends a higher percentage of its GDP on healthcare (14.9 percent in
2002) than any industrialized country.?

Anywhere from $30 billion to $293 billion of current spending is on
unnecessary paperwork, by various estimates.”’ And still, doctors and
patients are routinely frustrated in their inability to get the right
information to the right person at the right time. Preventable medical
errors are unacceptably common and subject to numerous national and
state legislative initiatives, while recent research demonstrates that
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almost one-half of all care fails to reflect current medical knowledge and
practice standards.?®

There is a widening consensus that increased electronic connectivity is a
critical part of improving the quality and safety of healthcare.
Healthcare providers are increasing their spending on information
technology, including a handful of groundbreaking projects that make
EHR data available to patients through PHRs. Although these projects
are an important step, they are largely confined to particular care
settings.

Connecting for Health and several other public and private organizations
are working toward standards designed to create more portable and
interoperable systems. Patient advocacy groups and other
organizations are working to mobilize grassroots pressure to address
the need for personal health records and electronic medical records.
The Health Insurance Portability and Accountability Act (HIPAA) and
Medicare Modernization Act ensure patient privacy and information
rights while at the same time encouraging the use of electronic records.
National political leaders of traditionally opposing camps agree on the
need to invest in technology to enable increased portability of patient
medical information with privacy safeguards.

Two powerful technology responses are emerging — the
computerization of medical record systems (EHRs) and the creation of
electronic personal health records. Computerized medical records allow
clinicians to deliver better, more efficient, and safer care to patients,?
while personal health records empower patients to control and access
their own medical information. A third possible trend is
interconnectivity across systems.

More powerful trends are demographic and social. The Baby Boom
Generation will create unprecedented demands on the system in the
next three decades. At the same time, consumers of all ages are
becoming more and more technologically savvy. In less than a decade,
the Internet has become an essential utility for most households.
Millions of consumers pay their bills, do their taxes, book their travel,
and buy and sell everything imaginable online. Online management of
personal health information, however, is currently much less
widespread, despite the fact that patients are becoming more involved
in their care and are expected to pay an increasing share of healthcare
costs. Technology and research are advancing at such rapid speeds
that real-time information sharing is no longer an option. It is a
necessity.

Our Working Group underscores the importance of responding to these
trends by creating a more connected, efficient, responsive, patient-
centric and quality-oriented health information infrastructure.

Why personal records? Why now? Simply put, because today’s U.S.
healthcare system is broken and it needs to be transformed to better
meet the needs of patients. An important part of this transformation is
putting patients’ information into their own hands.
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Patient Observations

“I guess I've gotten to the point where
I expect to be able to do these
transactions electronically. I just
expect to do business this way with
the organizations that I deal with ...
Expectations change. In 2004
you expect to be able to do
everything online. That's
different from 2002.”

— Boston woman who uses a PHR and
secure physician communication tools
at Partners HealthCare in Boston.
(Interviewed March 15, 2004.)
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What is the scope of this report?

There are enormous technical, economic, professional, legal and policy
challenges to the goal of a universally accessible, fully functional PHR.
This report addresses barriers and summarizes the Working Group’s
findings by:

e Defining the functions of the personal health record.

e Examining three patient scenarios to identify issues and
potential solutions.

e Evaluating the demand for personal health records among
patients and physicians.

e Recommending best practices in key areas of PHR
implementation.

e Summarizing some lessons learned from existing PHR
projects.

e Focusing on opportunities for productive next steps in the PHR
movement.

The Phase I report was the first comprehensive public definition of the
Personal Health Record. This report is a more practical implementation
guide and provides recommendations for integrating the personal health
record with existing provider-based electronic health records.

Who should read this report?

This report is primarily intended for anyone involved in purchasing,
installing or creating PHR functionality. It is designed to be helpful to
anyone with interests in healthcare information technology and patient
empowerment trends.

The Working Group also hopes that the new opportunity to give
patients more information and more power to manage their own care
gains increased visibility among all major stakeholders in U.S.
healthcare: clinicians, payers, policymakers, advocacy groups,
foundations and — the biggest stakeholder of all — patients.
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CHAPTER 3
What is a personal health record?

Introduction

The idea of a Personal Health Record is rapidly gaining national political
support, including the President’s expectation that every American have
one within 10 years.! Large segments of the public appear to want the
key conveniences envisioned in PHRs.? It's easy and tempting to
articulate how the personal health record works in theory.

In practice, however, the PHR is still largely undefined. PHR models are
still in their infancy, essentially in test incubators across the country.
The word “record” suggests a retrospective tool, i.e., a repository of
past health information. However, many PHR models emphasize
transactional services, such as e-consultations and online prescription,
and/or other integrated health management applications, such as
adherence programs, health expense management or health risk
assessments. (Some people are now using the term “personal health
systems” instead of “personal health records.”) It's not yet clear which
model or models will survive, and what type of environment they’ll need
to achieve significant impact in U.S. health and healthcare.

Many factors will shape the success or failure of the PHR: market
forces, technology, standards, infrastructure, government policy and
shifts in the demands of patients, medical professionals and other
stakeholders. Just how these factors will emerge or converge is not a
simple thing to predict.

In July 2003 as part of Phase I of Connecting for Health, the Personal
Health Working Group defined the ideal PHR as:

... an Internet-based set of tools that allows people to access
and coordinate their lifelong health information and make
appropriate parts of it available to those who need it. PHRs
offer an integrated and comprehensive  view of  health
information, including information people generate themselves
such as symptoms and medication use, information from
doctors such as diagnoses and test results, and information
from their pharmacies and insurance companies. Individuals
access their PHRs via the Internet, using state-of-the-art
security and privacy controls, at any time and from any
location. Family members, doctors or school nurses can see
portions of a PHR when necessary and emergency room staff
can retrieve vital information from it in a crisis. People can use
their PHR as a communications hub: to send email to doctors,
transfer information to specialists, receive test results and
access online self-help tools. PHR connects each of us to the
incredible potential of modern health care and gives us control
over our own information.
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Further,

the Phase I Personal Health Working Group concluded that the

PHR should have these seven attributes:

1.

ounhkwnN

Each person controls his or her own PHR. Individuals decide
which parts of their PHR can be accessed, by whom and for
how long.

PHRs contain information from one’s entire lifetime.

PHRs contain information from all health care providers.

PHRs are accessible from any place at any time.

PHRs are private and secure.

PHRs are “transparent.” Individuals can see who entered each
piece of data, where it was transferred from and who has
viewed it.

PHRs permit easy exchange of information with other health
information systems and health professionals.’

However, due to several practical limitations, it is unreasonable to
expect that any PHR model in existence today can achieve all these

attributes. The Working Group recognizes that:

Despite

Attributes 1, 4, 5 and 6 should be part of any PHR today.

Attributes 2 and 3 are particularly elusive due to the
fragmented nature by which one’s health information is kept
from cradle to grave, and the lack of standards or incentives
for sharing it electronically (even if some elements are
available electronically).

Attribute 7 is achievable today only for a small number of
patients, and typically only for data associated with one
institution or a single service (such as pharmacy information).

these barriers, there are noteworthy public and private sector

PHR models that currently enable meaningful electronic information

sharing

between patients and clinicians and allow patients to manage

their own health — which is the fundamental purpose of PHRs. In this

chapter,

we discuss these models and provide a list of functions that

have been implemented or envisioned across this dynamic spectrum. In
doing so, our objective is to highlight what has been achieved and point

to what

is possible in the near term.

To understand this rapidly changing field, we briefly review how the
initial implementers are addressing key design issues:
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The medium — Where and how do patients ‘touch’ their PHR?
The data — How does information get into the PHR?

The functions — What is the range of things that people can
do with their PHRs?

The limitations and opportunities — Where do we go from
here?
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The medium — Where and how do people ‘touch’ their PHR?

Paper remains the only available or practical means of storing health
information for many people, either because they don't have electronic
access or their clinicians maintain only paper records. It may be the
preferred means for some people even if they do have access to
electronic PHRs. Despite the obvious weakness of paper as a medium
for exchanging information securely and rapidly, we believe that it is
better for consumers to maintain paper records than no records at all.

Our focus, however, is on health information that can be stored and
accessed electronically and conveniently managed and exchanged to
improve health. Today’s PHR applications enable consumers to store
their health data electronically on a variety of platforms:

o Desktop-based: Consumers may store PHR data locally on
the hard drive of their personal computer. For example,
consumers can type in information or scan paper files into a
software application or file folder.

¢ Web-based: Applications may store PHR data centrally on a
secure Web server. Consumers access their private accounts
by connecting to the Internet and logging in with a unique user
name and password. Web-based platforms include application
service providers (ASP), which require no software downloads.
They also may include peer-to-peer information-sharing
services such as secure email, document sharing and even
video conferencing for home consultations (“telemedicine”).

e Portable devices: The capabilities of portable devices are
expanding rapidly and may lead to a whole new generation of
PHR applications. There are products that enable consumers
to store personal health information on smart cards, personal
digital assistants (PDAs), mobile phones or Universal Serial Bus
compatible memory devices (USB) that can plug in and
exchange data on almost any personal computer.

Each of these information storage mechanisms has its own merits.
Advances in technology continue to blur the lines between them. We
believe that no matter what medium is used to store information in the
PHR, the Internet — whether through wired or wireless access — will
probably provide the best way to update the PHR with information from
professionals and institutions.

The data — How does information get into the PHR?

Fundamentally, the PHR contains two types of information:

1. Patient sourced: Information provided directly by the
patient or caregiver.
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2. Professionally sourced: Information provided by entities
involved in the delivery of or reimbursement for care (e.g.,
clinicians, pharmacies and pharmacy benefit managers,
insurance companies).

The potential of any PHR application expands significantly when it
provides consumers a means to access or exchange data with clinicians
and other custodians of professionally sourced health data. Stand-alone
applications, which rely solely on patients entering their own health data
and have no connections to professional data sources, have not proven
to be attractive to large numbers of users or economically viable to
vendors.

Bringing data from providers and institutions into a PHR application has
proven to be difficult, however. There is no short-term incentive or
immediate return on investment to justify the significant cost of
developing a PHR that can exchange data with disparate, non-
standardized and often reluctant institutional sources. There is no
evidence, yet, that a significant market of paying customers exists for
such a service.

However, some PHR models are successfully providing consumers with
online access to their professionally sourced data:

Institutional gateways: These applications are connected to and
dependent entirely upon data from a single institution, such as a
specific healthcare facility, an integrated delivery network (IDN), a
health insurance company, a pharmacy benefit manager (PBM), or a
government payer-provider network, such as the Department of
Defense and the Department of Veterans’ Affairs.

The business justifications for institutional gateways are typically
focused on:

e Increasing efficiency of information sharing within the
institution.

e Improving consumer loyalty and retention.

e Improving adherence or self-management of chronic conditions
in hopes of preventing or delaying expensive complications.

There are two basic types of institutional gateways:

o Integrated-service gateways provide professionally
sourced data from multiple medical services within an
institution. Examples include gateways provided by integrated
health systems, such as staff model health maintenance
organizations (HMOs), government health programs such as
the VA, or large integrated delivery networks. These PHR
installations, some of which are currently moving beyond the
pilot stage to system-wide rollouts, can deliver a robust range
of professionally sourced data from centrally managed EHRs
into institutional PHRs.
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¢ Single-service gateways: A single-service gateway provides
patients an online view of professionally sourced data from a
single institution for a single service. Example: A pharmacy
benefit manager provides a service for members to log in and
view their prescription history.

In both cases, the available professionally sourced data in the PHR is
limited to and determined by the institution.

Aggregator models: These applications are designed to gather
information from the consumer and from multiple professional sources.
They are not “tethered” to one institution as the source of data. They
face the challenge of integrating with legacy healthcare provider
systems and/or contracting with other custodians of health data, such
as PBMs, health insurance companies or data warehouses.

These information aggregators are targeting a handful of distinct
markets to pay for their services, including:

e Risk-bearing entities such as insurance companies or self-
insured employers.

Sponsorship from pharmaceutical companies.

Hospitals and other healthcare facilities.

Consumers themselves.

Governments or foundation grants.

The business model that will substantiate initial investment in PHRs and
ongoing financial support for PHR services is not clear. Financial
investment and market viability are practical issues that must be
addressed if PHRs are to become widely available. Clearly,
standardization of data storage and transfer protocols could lower the
hurdles for independent models to succeed in gathering information
from multiple sources. Beyond standards, though, in most cases there
are currently no clear incentives for professionals and institutions to
share patient information with third-party aggregator applications.

As with institutional gateways, aggregator models can be multiple-
service or single-service. For example, a single-service aggregator
could provide patients a way to consolidate their medication data from
several pharmacies or PBMs, but not attempt to provide professionally
sourced information from other services, such as doctor’s visits, labs,
etc. A multi-service aggregator would pull together professionally
sourced data from multiple institutions across multiple types of services.

There are two basic models for community architecture to support third-
party aggregator models.

e Third-party repositories: A third-party establishes a
database through which personal health information is

transmitted — with the patient’s permission — from data
sources (doctor’s office, pharmacy, lab) to the PHR and vice
versa.
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Record locator service: A third-party establishes a
repository of identifying information about an individual, and
this identifying information is the only thing held centrally. The
identification repository provides a protocol for authorized
persons to query and request data on a particular patient from
all the participating professional health data sources. In this
model, the linked data is not retained in the system but is
generated on demand or at specified intervals — and only with
the patient’s authorization.

The functions: What can people do with their PHRs?

As a practical matter, there is no one functional definition of a PHR.
Nearly everyone agrees that it must be a core repository of personal
health information, such as:

Name and demographic information

Emergency contacts, next of kin

Family history

Insurance information

Problem list (diseases and conditions)

Medications (Rx, OTC, vitamins, herbals and other alternative
therapies)

Allergies and reactions

Immunizations

Labs and tests

Hospitalizations / surgeries

Other therapeutic modalities (counseling, occupational therapy,
alternative, etc.)

Visit summaries

Advance directive form

Spiritual affiliation / considerations

Other concerns — free text field to explain things you want your
doctors to know

Goals, next step or